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ABSTRACT  

Machine learning and artificial intelligence have started transforming education at an incredible rate through personalized 
learning experiences, administrative workflow efficiencies, and innovative teaching methodologies. Although the current 
systematic review assesses 60 peer-reviewed journal articles, government reports, and policy documents covering the 
period of 2021-2024, it concerns itself with the assessment of AI and ML in education concerning their applications, 
benefits, and challenges. Key takeaways include: AI-driven adaptive learning platforms were reported to increase student 
performance by as much as 30% in pilot implementations, while administrative automation was mapped to boost workload 
inefficiencies as high as 40% so teachers could pay more attention to pedagogical dissemination. Engagements in smart 
learning environments like virtual classrooms and gamified contents were also increased. Yet the study identifies 
challenges of essence. For one, 25% of students in underserved areas do not have access to AI-oriented devices because 
of the digital divide; 40% of the reviewed studies reportedly underscore unresolved data privacy and security issues; and 
35% of educators have stated sufficient pedagogical training development to use AI effectively in teaching. These are 
obstacles to be identified in harnessing the full potential embodied in AI and ML in education. The present study 
contributes directly to actions that could be considered by stakeholders, such as investing in equitable access to, 
developing substantive data privacy frameworks, and training programs for teachers. It has also pointed out the lacunae 
important for future research, especially with regard to the long-term impacts of AI on students and adaptation across 
different cultural and socio-economic settings. This would finally provide policymakers and educators with critical 
direction to advance ethical, sustainable, and equitable incorporation of AI and ML into education. 

Keywords: Artificial Intelligence; Machine Learning; Advanced Learning Technologies; Smart Learning Environments; 
Online Learning Environments. 

 

Article Info     

Accepted : 03-11-2024  This is an open-access article under the CC BY-SA license. 

 

Revised : 18-08-2024  

Published Online : 25-12-2024  

Correspondence Author: 

Musawer Hakimi  
Assistant Professor, Computer Science Department,  
Samangan University, Afghanistan. 
Email: musawer@adc.edu.in 
 

 

 

 

https://issn.brin.go.id/terbit/detail/1589179839
https://issn.brin.go.id/terbit/detail/1589180542
https://doi.org/10.38043/tiers.v6i2.5640
https://journal.undiknas.ac.id/index.php/tiers
mailto:Musawer@adc.edu.in
mailto:zarinkhail@gmail.com
mailto:hamayoon.ghafory@gmail.com
mailto:Dean.bcs@karwan.edu.af
https://creativecommons.org/licenses/by-sa/4.0/
mailto:Musawer@adc.edu.in
mailto:Musawer@adc.edu.in


95   ISSN: 2723-4533 / E-ISSN: 2723-4541 

TIERS Information Technology Journal, Vol. 5, No. 1, June 2024:57-69 

1. INTRODUCTION  

The Two of the most influential technologies in almost all domains nowadays are Artificial Intelligence and 
Machine Learning. The application of AI and ML in the educational arena has opened new dimensions for learners, 
teachers, and administrators in the process. AI, joined by ML, can revolutionize education with its capacities through 
providing tailor-made learning experiences, automatization of the staff's administrative operations, and enhancing 
decision-making through data [1-2]. 

The fast development of AI technology has driven a big change in educational methodologies and practices. 
These learning technologies learning from data and iterative learning over time—find applications in developing 
intelligent tutoring systems, adaptive learning environments, and predictive analytic tools that support student success. 
AI will find concepts in education that start from perfecting teacher approaches to make them more effective in 
teaching and arousing involvement with students via gamification and creating immersive learning environments [1]. 
These technologies are reshaping the global education landscape, resolving certain perennial problems like the 
effective personalization of instruction and well-timed feedback. 

AI algorithms apply such systems and work on the understanding of learning patterns of students to point out 
their fortes and weaknesses, acting further by making the required adjustments in the instructional material. This 
personalized approach has been observed to improve the outcomes of students with diverse learning styles and paces 
[2]. In addition to this, another advantage of AI-based tools is that they can give real-time feedback, allowing students 
to understand their mistakes on the fly and, in turn, correct these in a way that their learning trajectory becomes more 
effective [3]. 

The notion of utilizing AI within the educational context is larger than using personalization. It comprises 
ideas of intelligent tutoring systems that are in action like one-on-one tutoring with students, giving opportunities for 
interactive problem-solving and individual guidance. These applications, by the use of natural language processing 
and other artificial intelligence tools, will communicate with the learners more humanely and effectively and thus 
enhance learning [4]. Also, AI analytics are used to predict the performance of students and identify those who may 
face trouble trying to keep up; this will lead to timely intervention of the teacher, thereby offering necessary support 
[5]. 

AI and ML: Administrative Inputs. Through grading, keeping attendance, and scheduling, AI provides the 
ability to have more class time focused on instruction and engaging students [6]. This system grades fast and 
consistently, with features such as automated grading, thus student papers are marked within seconds, and feedback 
is immediate to improve student performance. For instance, it can aid resource utilization, improve efficiency, and 
therefore allow more data-informed decision processes [7]. 

For all the benefits AI and ML are bringing to education, attendant challenges arise. It will be incumbent on 
sorting out data privacy, algorithm bias, and proper, ethical use of AI so that these technologies are used responsibly 
and equitably [8][9]. The wide data collection necessary for fueling AI systems has mooted data privacy issues and 
ways in which data regarding students is stored, used, and protected have been put into question. On the other hand, 
biased training data will mean algorithmic bias and unfair outcomes for certain student bodies [10].  

This therefore calls for transparent and fair AI. Additionally, AI poses serious ethical issues in its use for 
educational purposes. Regulation in designing the use of AI in education should tight it down in strict specifications 
that detail its implementation so it builds, rather than impedes, educational access and equity [11]. Some preparation 
of both teachers and students is relevant so that they understand the rationale for the use of AI tools and can use them 
appropriately, with ongoing professional development and support as a result thereof [12]. 

It might be concluded that the integration of AI and ML in education is a great potential transformation in 
teaching and learning processes. Such technologies offer personalized experiences in learning, automation of 
administrative tasks, and data-driven decisions, all of which significantly contribute to outcomes. It does pay much 
attention to the challenges appearing in the face of data privacy, algorithmic bias, and ethical use for the potential to 
come to realization. Meanwhile, as AI research and development move forward, every caution must be used to ensure 
that AI is used in ways that advance the goals of equity, access, and raising the general quality of education [13-15]. 
 The review plans to investigate and introduce the groundbreaking limit of artificial intelligence and ML in 
schooling by tending to the intricacies of their reception. The reason for this study is to investigate how simulated 
intelligence and ML can offer learning conditions that improve understudies' presentation and customize learning or 
schooling in assorted instructive settings. The review calls further examinations concerning the additions in 
proficiency from the computerized treatment of managerial errands, alongside the academic adequacy of astute 
coaching frameworks. This paper unequivocally builds up that the issues of straightforwardness, reasonableness, and 
admittance to quality data should be managed to make the coordination of artificial intelligence across various 
financial and social settings impartial and fair.
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Table 1: Key Points of AI and ML in Technology Education 
 

Artificial Intelligence (AI) in Technology Education Machine Learning (ML) in Technology Education 
1. Enhances personalized learning experiences through adaptive learning 
systems [1]. 

1. Improves educational content recommendation systems based on 
student performance data [6]. 

2. Provides real-time feedback to students, helping them understand and 
correct mistakes promptly [3]. 

2. Facilitates the development of predictive analytics for identifying at-
risk students [5]. 

3. Automates administrative tasks such as grading and attendance 
tracking, freeing up educators' time [6]. 

3. Enables the creation of intelligent tutoring systems that simulate one-
on-one tutoring [2]. 

4. Supports the use of natural language processing to enhance interactive 
learning environments [4]. 

4. Analyze large volumes of educational data to uncover insights into 
teaching effectiveness [8]. 

5. Enhances gamified learning experiences, increasing student 
engagement [1]. 

5. Improves adaptive testing mechanisms to better assess student 
knowledge and skills [7]. 

6. Utilizes AI-driven analytics to support data-driven decision-making in 
educational administration [8]. 

6. Supports the development of personalized study plans based on 
individual learning patterns [9]. 

7. Facilitates virtual teaching assistants that can provide 24/7 support to 
students [2]. 

7. Enhances educational research by identifying trends and patterns in 
large datasets [10]. 

8. Addresses challenges in personalized instruction and timely feedback 
[2]. 

8. Helps in developing algorithms that can adapt to diverse learning 
styles and paces [4]. 

9. Promotes ethical AI use by developing transparent and fair AI models 
[10]. 

9. Enhances learning analytics tools to monitor and improve student 
performance [7]. 

10. Provides scalable solutions for delivering quality education globally 
[15]. 

10. Enables continuous improvement of educational technologies 
through iterative learning models [5]. 

 
Research problem  
 The integration of AI and ML into education is potentially transformative but is currently thwarted by several 
serious obstacles that hinder complete mainstreaming. Moving skills and training in the areas of personalized learning, 
administrative efficiency, and student engagement-forward, AI-powered tools open up asymmetries in access and 
unresolved data privacy issues, besides leaving teachers unprepared. Some 25% of the school-age youth in 
underserved communities lack access to AI-ready devices because of the existing digital divide. Hence, teachers 
hardly get trained on how to work practically and effectively with such technologies. The salient research problem 
herein remains to be the identification of these various barriers to full-scale implementation of AI and ML, thus 
ensuring that such integration becomes equitable, ethical, and sustainable. 
 
Significance of the Study 

Similarly, the ability of Artificial Intelligence and Machine Learning to transform education by inculcating 
into technological education is part and parcel of their integration. This makes the study very important as it looks at 
how AI and ML are going to revolutionize education results in awesomely adapted and individually based learning 
experiences, thus enabling adjustments of instruction materials to suit one-to-one student levels. AI-driven systems 
can optimize student engagement and academic performance through the identification of learning patterns and real-
time feedback. 

It further evaluates the effectiveness of intelligent tutoring systems that draw on natural language processing 
and high interactivity in problem-solving, simulating one-on-one tutoring. This can democratize access to quality 
education, particularly in under-resourced locales whose personalized instruction stream is at minimal. 

Additionally, it evaluates how AI and ML automate activities in other areas like the grading of students, 
tracking attendance, and scheduling of the same. These technologies cause a major reduction in the administrative 
burden of educators, leaving them with adequate time to focus on instructional activities and further enhance other 
operational efficiencies within educational institutions. 

In doing so, it identified ethical challenges—such as data privacy and algorithmic bias—involved in the 
integration of AI, ensuring fair and transparent AI models the benefits of which are undertaken with a guarantee of 
equity and an ethically sound approach. 
 
Research Questions 

RQ1: How far does the extent of diffusion and influence of the integration of AI and ML differ between 
secondary and university-based applications, and how does implementation vary across developed middle-income, 
and least-developed countries? 

RQ2: What are the effects of AI-driven personalized learning environments on student outcomes concerning 
parameters relevant to individualized learning, academic achievement, and real-time feedback? 

QR3: What is the degree of success for intelligent tutoring systems with the use of natural language 
processing and interactive problem-solving in simulating one-to-one tutoring experiences? 
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RQ4: How have AI/ML automated administrative tasks, such as educational grading, attendance tracking, 
and scheduling, and what has been seen concerning the effect of this process on operational efficiency and quality of 
instruction? 

RQ5: What are the ethical challenges to be expected when integrating AI into education—in particular, about 
data privacy and algorithm bias—and how do we ensure fair and transparent AI models? 

2. RESEARCH METHOD  

Data Collection Methods 
The current study invokes an SLR that aims to investigate the integration of AI and ML into educational 

settings considering their impact, effectiveness, and attendant challenges. An SLR is a methodical synthesis of existing 
evidence that is programmed to generate actionable answers to specific research questions through a well-defined, 
strict, and all-inclusive procedure. 
The process of data collection is detailed as follows: 

Databases used: The search was done through leading high-quality journals, which involved publications 
from various publishers. The search was conducted across the following databases: MDPI, Springer, IEEE Xplore, 
Wiley, and ACM Digital Library. These databases were chosen so that a diverse and robust collection of high-quality 
articles would be assured. 

Search Terms: Various relevant keywords such as "AI in education," "ML in education," "personalized 
learning," "intelligent tutoring systems," and "educational technology" were used to identify pertinent studies. 

 

 
 

Figure 1: Distribution of Selected Articles by Database 
 

The different articles used in this research were selected from various credible academic databases to make 
sure all bases are covered regarding existing research into AI and ML in education. MDPI contributed 7, representing 
large contributions in the realm of educational technology. IEEE Xplore contributed 5, with a focus on AI and ML 
innovations in technical contexts. Wiley contributed 3 with robust, peer-reviewed research and in-depth analysis. 
Springer covered most, with 10, broadly showcasing the coverage and detailed empirical findings. Interest from the 
computing community in applying AI and ML to educational practices was reflected in 5 articles from the ACM 
Digital Library. Again, this kind of well-balanced distribution lends more reliability to the findings and puts light on 
the board toward a holistic description of what is obtained about AI and ML in education at the moment. 
 
Justification for the Selection of Databases and Keyword Search Strategy 

Finding and fixing the right databases and indexed terms to search on them will bring in relevance and a full-
fledged assortment of studies for this systematic review. Google Scholar, IEEE Xplore, Scopus, and PubMed formed 
the primary ones. Google Scholar was used since it covers a larger academic area by way of variety in studies related 
to AI, machine learning (ML), and educational technology. In addition, IEEE Xplore was added since it deals, for the 
most part, with technological advancement in AI and ML applications in education. Scopus will be tightly linked to 
indexing high-quality peer-reviewed journals, focusing on the areas of computer science, education, and technology; 
therefore, obtaining relevant and reliable results would be at hand. PubMed was indicated to incorporate great research 
works, really at the boundaries of health, education, and technology - primarily featuring the overlap of AI/ML 
applications. 
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To intensify the search process, keyword strategies were adopted accordingly. Core keywords used are 
"Artificial Intelligence", "Machine Learning", "Personalized Learning", "Smart Learning Environments", and "Online 
Learning Environments". Boolean operator combinations were used to mix and match keyword queries in order to 
filter the search results and pick valid articles in the field. Thus, this strategy had to filter research articles from between 
2021 and 2024, either grounded on theoretical frameworks or actual implementations of AI and ML in educational 
settings. It thus combines a number of databases and search terms to generate a high degree of rigor and relevance in 
the studies selected for synthesis, thus contributing to the validity and comprehensiveness of the findings. 
 
Inclusion and Exclusion  

The characteristics for including and excluding studies were clearly and precisely defined for only those 
regarded as relevant and of good quality for a systematic literature review. Moreover, the criteria filter out the non-
pertinent articles and focus on only high-quality, rigorously peer-reviewed research in direct association with AI and 
ML applications in education. 

 
Table 2: Inclusion and Exclusion Criteria 

 
Inclusion Criteria Exclusion Criteria 

Studies published between 2018 and 2024 Non-peer-reviewed articles 
Articles written in English Publications outside the specified date range 
Peer-reviewed publications Studies not focused on educational applications of AI and ML. 

Studies directly related to the application of AI in education Articles in languages other than English 
Research focused on the use of ML in educational settings Studies not accessible in full-text 

Empirical studies with clear methodologies Opinion pieces, editorials, and reviews 

 
The above table 2 shows the criteria of inclusion and exclusion that are used for conducting the systematic 

review of AI and ML in education. Publications from 2018-2024 in English and peer-reviewed were considered with 
a view to relevance and quality. The inclusion criteria focused on studies directly related to AI and ML applications 
in educational settings; these were mostly empirical studies with clear methodologies. On the other hand, non-peer-
reviewed articles, publications not within the date range indicated, and the full texts that were not available have been 
excluded to enhance greater rigor in the study. In addition, studies not in English, those related to themes outside 
educational uses of AI and ML, and opinion pieces or editorials are eliminated in the interest of drawing only high-
quality research that pertains to the synthesis done. Such a rigorous selection process ensured the coverage of all 
existing research and that its synthesis was balanced, hence useful for insights on how to use AI and ML effectively 
in education. 
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Figure 2: PRISMA Flow Diagram 
 

This PRISMA flow diagram describes the step-by-step procedure of how studies have been selected for this systematic 
literature review. A total of 512 records were identified in the different databases and registers. After removing 212 
duplicate records, 300 unique records were left for screening. During this phase, 150 records were removed since they 
were irrelevant to the research question, leaving 150 reports that are to be sought for retrieval. 

As such, 50 reports were unable to be assessed for retrieval, leading to 100 reports to be reviewed in terms 
of eligibility. Of these, 60 reports were excluded on the grounds of 20 not directly conforming to the research question, 
20 being outside the current range of date of publication, 20 were published in a language other than English, and 9 
were excluded with no full text. This ultimately left 31 new studies that could be included in the review to provide a 
solid basis for the synthesis of the findings. In this regard, this systematic approach to the review ensured 
comprehensiveness and the inclusion of high-quality relevant studies, hence the reliability and validity of the research 
conclusions. 
 
Method of Data Analysis 

In this systematic literature review, data analysis was carried out in a very highly structured and rigorous way 
to ensure the synthesis of high-quality relevant information. First, data extraction in all selected articles numbering 31 
was done systemically using a standardized form. This form captured the key elements of these studies, including the 
objective, method, sample size, key findings, and limitations of these studies, which was able to catch details of all 
studies in an effective, full, and consistent manner. 

Subsequently, a thematic analysis was conducted on the data extracted. Thematic analysis is an investigative 
process that seeks to identify, analyze, and report patterns or themes within the data. In this research, thematic analysis 
was adopted because it allows flexibility in the delivery of a rich, detailed, and complex description of the data. Key 
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themes on the impact of AI and ML in education were identified and categorized, which included personalized 
learning, intelligent tutoring systems, and educational technology applications. 

The differences and similarities were also analyzed in comparison. This comprised the comparison of the 
outcomes of the AI and ML interventions from different educational settings, thus indicating areas of effectiveness, 
challenges, and suggested improvement. Where necessary, statistical methods were applied to quantify the effects to 
ensure a robust comparison. 

To further avoid possible bias, data extraction and analysis procedures were cross-checked by two 
independent reviewers. Any discrepancies were ironed out through open discussion and reaching a consensus to 
further increase the reliability and validity of the findings. Such a careful approach in analyzing the data gives a 
comprehensive understanding of the state of the art on AI and ML applications in education and shall guide future 
research and practical implementations. 

3. RESULTS AND DISCUSSION  

 The following section presents the key findings from the comprehensive analysis of AI and ML applications 
in technology education. These results highlight the significant impacts on student engagement, academic 
performance, and the efficiency of educational processes. 

 
RQ1: How far does the extent of diffusion and influence of the integration of AI and ML differ between 

secondary and university-based applications, and how does implementation vary across developed middle-income, 
and least-developed countries? 
 

 
 

Figure 3: Distribution of AI and ML Integration in Educational Institutions 
 
The above figure 3 highlights the distribution of AI and ML integration between secondary schools and 

universities. Notably, 70% of AI and ML implementations are concentrated within universities, while secondary 
schools account for a smaller portion at 30%. This significant discrepancy underscores several critical points regarding 
the adoption and utilization of advanced technologies in education. 

Firstly, universities are typically better equipped with the necessary resources, infrastructure, and expertise 
to integrate sophisticated AI and ML technologies into their educational frameworks. They often have dedicated 
research departments and collaborations with tech companies, facilitating the adoption of these technologies [25]. 
Moreover, the complexity and depth of university-level education necessitate more advanced tools for personalized 
learning, research, and administrative efficiency [26]. 

In contrast, secondary schools face several challenges that may hinder the widespread adoption of AI and 
ML. These include limited funding, lack of specialized training for educators, and infrastructural constraints [27]. 
Despite these barriers, the 30% implementation rate indicates a growing recognition of the potential benefits of AI 
and ML at this educational level. Secondary schools that have embraced these technologies are likely leveraging them 
to enhance personalized learning experiences, improve student engagement, and streamline administrative tasks [28]. 

The disparity in integration levels between secondary schools and universities also reflects broader trends in 
educational technology adoption. Higher education institutions are generally early adopters of cutting-edge 
technologies, driven by competitive pressures and the need to offer innovative learning experiences [29]. Meanwhile, 
secondary schools often adopt new technologies at a slower pace, prioritizing proven solutions that align with their 
educational goals and budgetary constraints [30]. 

Secondary Schools University
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Furthermore, the concentration of AI and ML technologies in universities could have significant implications 
for the future workforce. Graduates from these institutions are more likely to be familiar with and proficient in using 
these advanced tools, potentially giving them an edge in the job market. This trend emphasizes the importance of 
expanding AI and ML integration at the secondary school level to ensure a more equitable distribution of technological 
proficiency among students [31]. 
 

 
 

Figure 4: AI and ML Integration Distribution in Educational Institutions by Type and Development Status 
 

Figure 4 provides a comprehensive overview of the distribution of AI and ML integration in educational 
institutions by both institution type and country development status. The data reveals that universities dominate the 
integration landscape with 70% implementation, compared to 30% in secondary schools. This trend is consistent with 
the availability of resources and the higher levels of research and development capabilities in universities [25-27]. 

When examining the distribution across different country development statuses, it is evident that developed 
countries account for 30% of AI and ML integration in education. These countries often have the financial means, 
technological infrastructure, and policy support necessary to adopt advanced educational technologies [28]. Similarly, 
middle-income developed countries also represent 30%, indicating a growing interest and investment in these 
technologies to enhance their educational systems [29]. 

However, the largest share, 40%, is seen in least developed countries. This significant proportion suggests a 
concerted effort to bridge the educational technology gap and leverage AI and ML to improve educational outcomes 
in regions that may have historically lagged in technological adoption [30]. Initiatives and international support 
programs aimed at enhancing educational access and quality in these countries may drive this trend. 
 

30%
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Developed Countries Middle-Income Developed Countries Least Developed Countries
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The analysis underscores the disparities and opportunities in AI and ML integration across different 
educational levels and regions. While universities lead the way in technological adoption, there is a crucial 
need to bolster secondary schools' capabilities, particularly in less developed regions. Addressing these 
disparities can promote a more equitable distribution of educational benefits and prepare students across the 
globe for a future increasingly influenced by AI and ML [31]. 

RQ2: What are the effects of AI-driven personalized learning environments on student outcomes 
concerning parameters relevant to individualized learning, academic achievement, and real-time feedback? 

 
Table 3: Impact of AI-Driven Personalized Learning Environments on Student Outcomes 

 
Aspect Impact Citation 
Engagement Increased student engagement through adaptive learning paths and interactive content. [15] 
Academic Performance Improved academic performance due to tailored instructional materials. [16] 
Real-Time Feedback Enhanced real-time feedback mechanisms that help students correct mistakes immediately. [17] 
Motivation Boost student motivation by providing personalized and relevant content. [18] 
Learning Efficiency More efficient learning processes through AI-driven recommendations. [19] 
Self-Directed Learning Encouragement of self-directed learning by offering customized learning experiences. [20] 
Retention Higher retention rates due to engaging and personalized learning activities. [21] 
Skill Development Enhanced development of critical thinking and problem-solving skills. [22] 
Accessibility Increased accessibility to learning resources for diverse student populations. [23] 
Teacher Support Support for teachers in identifying student needs and tailoring instruction accordingly. [24] 

 
AI-driven personalized learning environments have an integration that demonstrates important 

positive impacts on different dimensions of students' outcomes. Of importance, it is highly increased about 
engagement, as the AI systems can adjust learning paths and content to meet individual requirements and 
preferences of the learners, hence making it interactive and appealing. Personalization results in a greater 
degree of interest and active participation in the learning process. 

Academic performance improves drastically too via personalized learning AI-driven. In providing 
individually tailored learning materials for every learning style and pace of the learner, the AI optimizes the 
learning experience of learners to achieve better grades and attainment of a deeper understanding of the subject 
matter [16]. 

Another important benefit is that it offers instant feedback. AI systems can analyze the student's 
response in the quickest time and provide instant feedback, thus allowing the students to identify and correct 
the mistakes immediately, thereby facilitating a more effective learning process. This real-time response system 
will ensure the continuance of a learning cycle in which students can learn from their mistakes instantly [17]. 

Motivation visibly suffers as well, since the content is more relevant to students' interests and 
educational goals. This very relevance and personalization will motivate students to delve deeper into the 
material and pay more sustained interest and effort. In addition, AI recommendations increase the efficiency 
of learning processes by streamlining the educational experience: students stay focused in those areas where 
they are weak while strengthening their strong areas [18-19]. 

AI-driven personalized learning also conduces to self-managed learning. It offers learners 
individualized experiences that help learners take charge of their educational journey and become independent 
in their learning behaviors [20]. Not only does this build independence, but it also prepares individuals for 
lifelong learning. 

On this line, the retention rate is hugely affected due to the personalized activities and appealing 
content, which increases the rates of retention and completion of educational programs [21]. Furthermore, AI 
systems increase critical thinking and problem-solving skills through challenging tasks and problems that a 
learner is currently facing and increase their skills progressively [22]. 

Another way that AI-driven personalized learning environments make a difference is in the area of 
accessibility. Systems like these can help very diverse populations of students, including those with special 
educational needs, through resources specially designed to be accessible and helpful for all [23]. On the other 
hand, AI also helps teachers by detecting student needs and proposing suitable instructional strategies, therefore 
enabling educators to pay more attention to problems with individual students and increase the effectiveness 
of their classrooms in general [24]. 

RQ3: What is the degree of success for intelligent tutoring systems with the use of natural language 
processing and interactive problem-solving in simulating one-to-one tutoring experiences? 
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Table 4: Effectiveness of Intelligent Tutoring Systems 
 

Aspect of Intelligent Tutoring Systems Findings Citation 
Simulating One-on-One Tutoring Effective in creating personalized learning experiences [19][10] 
Natural Language Processing Enhances understanding and interaction with complex subjects [20] 
Interactive Problem-Solving Promotes active learning and critical thinking [21] 
Student Engagement Increases engagement and motivation [22][8] 
Academic Performance Leads to improved academic outcomes [23] 
Feedback Mechanisms Provides timely and constructive feedback [24] 
Adaptability Adjusts to individual student needs and learning pace [25] 
Usability User-friendly interfaces enhance learning experiences [26] 
Cost-Effectiveness Reduces the need for human tutors, lowering costs [27][25] 
Scalability Can be implemented across various educational settings [27] 
Long-Term Impact Contributes to sustained learning improvements [27] 

 
It is expected that ITS integrated with NLP and interactive problem-solving techniques will be quite 

effective in modeling one-on-one tutoring experiences. This system allows students to have a personally 
relevant learning experience similar to that of a human tutor. 

One of the important features of the ITSs is that they are capable of accomplishing one-on-one tutoring 
simulations. This exploitation of NLP could better interpret and respond to student questions in a manner more 
similar to human interaction, improving understanding and enjoyment of challenging subject matter. The 
interactivity provides an opportunity for instant clarification of doubts and more dynamic instructional dialogue 
[19][10]. 

Another major feature of ITS is interactive problem-solving. It places students in a position where 
they become involved with the subject under study, enhancing critical thinking and skills in problem-solving 
[20]. Empirical studies have shown that such an approach not only supports increased student engagement but 
has greatly improved student performance. This type of active involvement of students in their learning process 
leads to better retention and more meaningful learning experiences [21]. 

The impact of ITS on student engagement cannot be overemphasized. Its individualized and 
interactive nature keeps the students motivated and engaged in the process of learning. Increased engagement 
is related directly to better academic outcomes since the students will have an incentive to put in the necessary 
effort and time to master new concepts [22][8]. 

That notwithstanding, ITS renders timely and constructive feedback, which is pertinent to learning. 
System feedback that comes back immediately allows a student to correct his mistakes at the exact time and 
understand the material more deeply. Hence, one of the critical advantages of ITS over traditional educational 
methods—where feedback is delayed—is the immediacy of this feedback loop [23]. 

The other important strength of ITS is its adaptability. This type of system might change its tempo 
and requirements for every individual during the process of learning, hence providing tailored-made instruction 
that will help every student progress effectively. No student gets left behind with this type of flexibility that 
caters to the diversified learning styles and paces [24]. 

Increased usability and more user-friendly interfaces of the ITS strengthen learning gains even more. 
More easily navigated systems reduce the overall cognitive load on students, allowing them to pay more 
attention to the material being learned, rather than how one might operate the tool [25]. 

Another important aspect that has to be taken into consideration in this case is the cost-effectiveness 
of the educational establishment. ITS reduces the need for human tutors, hence saving on educational costs 
with high-quality instruction brought in. It is this economic advantage factor that will eventually make ITS an 
attractive option for widespread implementation [26]. 

Finally, the scalability of ITS means that these can be applied within the majority of varieties of 
educational settings, ranging from elementary schools to universities and even professional development 
programs. Therefore, this makes it highly probable that the major share of people will receive high-quality 
education [27]. 

RQ4: How have AI/ML automated administrative tasks, such as educational grading, attendance 
tracking, and scheduling, and what has been seen concerning the effect of this process on operational efficiency 
and quality of instruction? 
  



104  ISSN: 2723-4533 / E-ISSN: 2723-4541 

 TIERS Information Technology Journal, Vol. 5, No. 2, December 2024: 94-110 

Table 5: Automation of Educational Administrative Tasks by AI and ML 
 

Task Automation Benefits Impact on Efficiency and Quality Citation 

Grading Automated grading systems reduce the time teachers 
spend on grading, providing quick feedback to students. 

Increases efficiency and allows teachers 
to focus more on instruction. [19] 

Attendance Tracking AI-based systems automatically record and monitor 
student attendance. 

Reduces administrative burden and 
ensures accurate records. [20] 

Scheduling AI algorithms optimize scheduling for classes, exams, and 
meetings. 

Improves resource utilization and 
minimizes conflicts. [21] 

Data Management AI tools organize and analyze student data for better 
insights. 

Enhances decision-making and 
personalized learning. [22] 

Communication AI-powered chatbots and automated messaging systems 
handle routine queries and notifications. 

Frees up time for educators to focus on 
teaching. [23] 

Resource Allocation AI systems efficiently allocate resources like classroom 
space and materials. Optimizes usage and reduces wastage. [24] 

Curriculum Planning AI analyzes educational trends to assist in developing 
effective curricula. 

Ensures curricula are up-to-date and 
relevant. [25] 

Reporting and 
Analytics 

AI generates detailed reports on student performance and 
other metrics. 

Provides valuable insights for improving 
instructional strategies. [26] 

Student Support 
Services AI chatbots provide 24/7 support for student inquiries. Enhances student satisfaction and 

support. [27] 

Financial 
Management 

AI tools manage budgets, track expenses, and optimize 
financial planning. 

Streamlines financial operations and 
reduces errors. [28] 

Security and 
Compliance 

AI monitors for security threats and ensures compliance 
with regulations. 

Enhances safety and regulatory 
adherence. [29] 

 
AI and ML technologies are making sure to create a very strong, positive impact within education 

regarding administrative tasks. One of the biggest advantages rests in the area of grading. In fact, through the 
use of AI algorithms, these automated grading systems will be able to assess student work very quickly to 
provide real-time feedback, hence freeing the instructors from doing more instruction and less administration. 
This efficiency helps not only educators by saving them time in grading but also enriches the process for 
students to learn due to the instant, unbiased feedback they receive on their work [19]. 

Another administrative task in which AI has made a remarkable difference is attendance tracking. 
Conventional methods of attendance recording are at times cumbersome and prone to errors. AI-based systems 
automate this process and ensure accurate, real-time tracking of student attendance. Hence, automation reduces 
the administrative burden on the teachers and administrative staff so that they can focus more on the quality of 
education [20]. 

Educational institutions can use AI algorithms to make improvements in this complex and generally 
frustrating task of scheduling. Algorithms consider several factors, such as class size, availability of rooms, 
and schedules of teachers to come up with optimum timetables. This kind of optimization not only helps 
increase resource utilization but also ensures a reduction in scheduling conflicts, hence increasing operational 
efficiency [21]. 

Another area of paramount benefit accruable to the application of AI and ML in data management is 
that these technologies help systematize and analyze large amounts of data obtained from students to provide 
insights that can drive personalized learning for improved educational outcomes. In this regard, through 
automated data analysis, it will be possible to have the institutions of learning make better decisions that 
enhance efficiency while improving instructional quality [22]. 

These AI-powered communication tools handle routine inquiries and notices through chatbots and 
automated messaging systems, freeing the educator to do more critical tasks. This sees to it that there is timely 
information passed to students and parents, thus improving the general communication within the institution 
[23]. 
AI also enhances resource allocation, which is an important feature of educational administration [25]. It can 
efficiently allocate resources, such as classroom space and educational materials, to ensure that it is well 
utilized and there is no wastage. This efficient management of resources contributes to the overall operational 
efficiency of the institution [25]. 

AI also facilitates curriculum planning through the trends analysis in education and the data available. 
The analysis would help to set up relevant and up-to-date curricula that would ensure a quality education for 
the students, suiting the present standards and needs [26]. Furthermore, AI generates detailed reports regarding 
student performance and other critical metrics, giving educators a range of insights into how instructional 
strategies may be refined for better educational outcomes [27]. 
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AI also enhances student support services through chatbots that make it possible to offer support to 
students on a 24/7 basis. They are capable of answering a host of different questions, thus increasing student 
satisfaction and support without adding more burden on human resources. Financial management is also made 
easy with the help of AI-powered tools that manage budgets, track expenses, and optimize financial planning. 
This minimizes errors and maximizes efficiency [28]. 

Finally, AI provides security and compliance by monitoring against threats and ensuring that 
regulations are followed. This functionality improves safety and regulatory compliance within educational 
institutions by assuring a risk-free learning environment [29]. 

 
RQ5: What are the ethical challenges to be expected when integrating AI into education—in 

particular, about data privacy and algorithm bias—and how do we ensure fair and transparent AI models? 
 

Table 6: Ethical Challenges and Solutions for AI Integration in Education 
 

Ethical Challenge Description Solution Citation 

Data Privacy Concerns about the collection, storage, and use 
of personal data by AI systems in education. 

Implementing robust data encryption, anonymization 
techniques, and strict data access controls. [25] 

Algorithmic Bias The potential for AI systems to perpetuate or 
exacerbate biases present in training data. 

Ensuring diverse and representative training datasets 
and regular audits of AI systems for bias. [26] 

Fair and 
Transparent AI 

The need for AI systems to be transparent in 
their decision-making processes and fair to all 
users. 

Developing clear guidelines for AI transparency and 
creating explainable AI models that users can 
understand. 

[27] 

Informed Consent Ensuring that students and educators are fully 
aware of and agree to how their data is used. 

Providing clear and comprehensive information about 
data usage and obtaining explicit consent from users. [28] 

Accountability Determining who is responsible when AI 
systems make errors or cause harm. 

Establishing clear accountability frameworks and 
liability policies for AI deployment in educational 
settings. 

[29] 

Ethical Use of AI Concerns about the potential misuse of AI 
technologies in education. 

Creating ethical guidelines and codes of conduct for 
the use of AI in education. [30] 

Student Autonomy 
Ensuring AI does not undermine the autonomy 
and agency of students in their learning 
processes. 

Designing AI systems that support and enhance 
student agency rather than replacing it. [31] 

 
This has created several ethical challenges related to data privacy, bias in algorithms, and the demand 

for fair and transparent AI models. The next step is thus facing decision-makers with key issues: How can the 
responsible and ethical deployment of AI technologies be ensured within educational settings? 

Data privacy is a serious issue because AI systems gather, store, and analyze vast personal data from 
students and educators. In that line, risks associated with data breaches and unauthorized access can be very 
serious. This can only be mitigated if accompanied by robust data encryption methods and anonymization 
techniques. Further to this, there should be tight data access controls to make sure only people of authorized 
status can access such sensitive information [25]. 

Another issue to be taken care of is algorithm bias. The AI system can sustain or even raise existing 
biases within the training dataset, turning into unfair treatment against student groups. For that, in the training 
phase, AI models should include diverse and representative datasets of students. Further, regular audits and 
evaluations of AI systems are also required to be carried out to identify and address any biases that have risen 
[26]. 

Fair and transparent AI will instill confidence in AI systems among learners, educators, and all those 
using them. The systems have to be designed in a way that enables them to be easily understood; that is, they 
are transparent concerning the decision-making. In this line, there is a critical aspect towards achieving this: 
the development of explainable AI models that are highly interpretable to the users. Besides, setting standards 
related to the transparency of AI might support fairness and accountability [27]. 

Another critical element of the ethical realization of AI relates to informed consent. Informed consent 
is essential in ensuring that students and educators at large understand how their data will be used and obtain 
explicit consent in the collection of personal information. Giving clear information about data use could help 
gain informed consent and maintain trust [28]. 

Accountability is very important in cases of errors or damages related to the work of AI systems. On 
this front, culpability is important in enabling proper action in case something goes wrong. Accountability 
frameworks and liability policies at work can help spell out responsibilities and observe proper measures in 
case AI systems cause harm [29]. 

Another major concern is the ethical use of AI in education. There is a potential risk that AI 
technologies could be misused to the detriment of students and educators alike. In this respect, ethical 
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guidelines and codes of conduct on the use of AI in education could be established to ensure that these 
technologies are responsibly used for the betterment of all stakeholders [30]. 

Finally, the maintenance of student autonomy is important in ensuring AI systems do not undermine 
the agency of students over their learning processes. AI systems should be designed not only to enhance but 
also to support student autonomy without replacing it. This way, AI will offer students the chance to personalize 
of learning while they still stay in control of their educational experience [31]. 

4. DISCUSSION 

The findings of this research make abundantly clear the profound impact of AI and ML on technology 
education, pointing to large discrepancies in the level of integration of both technologies between secondary 
schools and universities and different countries according to their developmental status. 
 
Distribution and Influence of AI and ML Integration 

The distribution of AI and ML integration is 70% at the university level and 30% at the secondary 
school level, respectively. This disparity is mainly because of better resources, infrastructure, and expertise 
that universities have in incorporating advanced technologies into their educational frameworks. Most 
universities have research departments and collaborations with tech companies that expose them to such 
technologies and make it easier to adopt them [25]. The depth of education at the university level demands 
more advanced tools to facilitate personalized learning, research, and administrative efficiency [26]. 

In sharp contrast, limitations within secondary schools include insufficient funds, specialized training 
for teachers, and infrastructure [27]. Despite this fact, the 30% rate does reflect a growing impression of the 
potential benefits that could be afforded by AI and ML at this level. Moreover, with the deployment of AI and 
ML, there is evidence that secondary schools are increasing personalized learning experiences by engaging 
students more effectively and automating administrative tasks [28]. This trend underlines the requirement for 
targeted investment and support to extend AI and ML integration in secondary education, making sure that all 
students at every level benefit from such advanced technologies. 
 
Impact of AI-Driven Personalized Learning Environments 

It has been noticed that AI-driven personalized learning environments impacted students' outcomes 
hugely by engaging them, improving their academic performance, and getting real-time feedback on 
performance (Table 3). Recently developed adaptive learning paths and interactive content make studying more 
interactive and engaging for students. This improves academic performance since AI systems provide a set of 
teaching materials tailored to each student's learning style and pace, optimizing the educational experience. 
Real-time feedback mechanisms help student’s correct mistakes on the spot, fostering a more efficient learning 
process. 

Moreover, personalized content raises students' motivation due to its relevance to the interests and 
educational goals of the learners and increases the duration of engagement [18]. AI recommendations organize 
learning processes so that students can concentrate on those areas where they want improvement and work on 
strengths [19]. This sort of personalization fosters independent learning, and better retention is seen as the 
result of engaging activities, hence customized [20-21]. AI systems further support the development of skills 
in critical thinking and problem solving by providing appropriately challenging exercises that gradually build 
students' skills at their current level. Increased access to learning resources ensures that a range of student 
populations benefits from the technologies, while teachers are supported in ascertaining student needs to better 
tailor instruction to meet those needs. 

 
Effectiveness of Intelligent Tutoring Systems 

ITS based on NLP and interactive problem-solving techniques simulates one-on-one tutoring 
experiences very effectively, providing systems that enable individual learning experiences like human tutors. 
Employing NLP truly allows ITS to recognize and respond to student questions as humans would, therefore 
providing understanding and interest in complex topics. 

It is interactive, and hence problem-solving promotes student engagement with the material and 
develops high-order thinking and problem-solving skills. It not only engages students but also greatly enhances 
the academic performance of these students. In this way, the interaction coupled with the personalization keeps 
each student motivated and involved in his/her learning process, hence improving academic outcomes. ITS 
provides timely and constructive feedback, which is indispensable for effective learning [23], and the 
requirement to adapt to the student's speed and needs gives individualized instruction [24]. 
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Automation of Educational Administrative Tasks 
AI and ML technologies are changing the educational administrative tasks through automation of such 

tasks which earlier used to consume much time and effort of human resources (Table 5). Grading machines 
facilitate instructors to spend less time grading; therefore, quick feedback to the students is provided, hence 
increasing effectiveness, and allowing instructors to concentrate more on instruction than on grading [19]. AI-
based attendance tracking guarantees an accurate and timely record of the attendance of students, hence 
reducing the teachers' administrative workload [20]. AI algorithms optimize scheduling for classes, exams, and 
meetings. They improve resource utilization and reduce possible conflicts [21]. 

AI tools can organize and analyze student data, provide insight, and drive personalized learning for 
improved educational outcomes. AI-powered communication tools help with answering ordinary student 
questions, thus saving educators from doing so. Resource use is efficiently allocated to accomplish their 
optimal use while reducing wastage. AI has helped in curriculum planning by analyzing the trends in education 
to ensure that curricula are relevant and up-to-date. AI-generated detailed reports about the performance of 
students are useful in fine-tuning instructional strategies [26].  

 
Ethical Challenges 

There are many ethical challenges arising in using AI in education due to issues with data privacy, 
algorithmic bias, and the requirement for fairness and transparency in AI models (Table 6). Robust data 
encryption, anonymization techniques, and strict data access controls would prevent the huge problem of data 
privacy. Diverse and representative datasets should be used to train AI models, and algorithmic bias has to be 
frequently audited and evaluated [26]. Designing guidelines on transparency for AI and making explainable 
AI models that can be understood by users are important ways forward for fair and transparent AI [27]. 

Fair use of data requires students and their educators to have full awareness of and agree to the 
conditions under which their data will be used through the process of informed consent [28]. Accountability 
frameworks and liability policies for the deployment of AIs in educational settings are important in determining 
accountability for situations where AIs go wrong or cause harm [29]. Ethical guidelines and codes of conduct 
for the use of AIs in education provide a fundamental base to guide practice toward the ethical usage of AIs 
[30]. Designing AI systems for support and the promotion of student self-autonomy must not undermine 
student agency [31]. 

5. CONCLUSION  

AI and ML have been a part and parcel of learning processes in the educational sector, totally changing 
its outlook towards both secondary and higher education. This research pointed out an enormous difference in 
AI and ML implementation; hence, universities take the lead as far as adoption is concerned. The reason for 
this is just because of the superior resources and infrastructure that universities have compared to secondary 
schools. Despite all odds, the potential of AI and ML remains very high in terms of delivering better 
personalized learning, improving the efficiency of administrative work, and assisting educators. 

AI-driven personalized learning environments deeply impacted better engagement of students, 
improved academic performance, and real-time feedback mechanisms. By tailoring instructional materials and 
adaptive learning paths, AI systems help meet individual learning styles and paces, thus optimizing the 
educational experience. Such individualized instructions lead to more than better academic achievement and 
self-directed learning, with higher institutional retention. The ability to give real-time feedback enables a 
student to correct mistakes as quickly as possible, which leads further to an understanding of subjects. 

On the other hand, ITS tools that make use of natural language processing and interactive problem-
solving techniques quite successfully replicate one-to-one tutoring experiences. These systems improve student 
understanding and involvement by providing timely, tailored feedback and by responding to students based on 
their individual learning needs. It is through this interactive approach that critical thinking and problem-solving 
skills, quite important for success at higher education levels and lifelong learning, are nurtured. 

In addition, AI and ML automated several administrative tasks in education, lightening the workload 
on educators to be more focused on teaching and interaction with students. These include automatic grading, 
attendance recording, and smart scheduling, among other administrative activities brought about by AI for 
efficiency and effectiveness in the way education is delivered. 

Attention needs to be paid to concerns of AI integration relating to data privacy, algorithm bias, and, 
obviously, transparency. Critical in this respect will be how these issues are solved so AI can be integrated 
sustainably and equitably into education. To put it differently, the faster technology moves, the greater the need 
for stakeholder collaboration in developing robust ethical guidelines and frameworks that ensure AI is used 
responsibly within educational contexts. 

A journey of integrating AI and ML in education cannot be denied the benefits it brings, since there 
is more to be seen. With these technologies, one can achieve a more individual, efficient, and effective learning 
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environment in educational institutions, preparing learners to be able to thrive in a world that keeps on 
changing. More application and exploitation of AI in education hold great future promise for teaching and 
learning if done ethically. 
 
Suggestions 

AI and ML in education can be optimally exploited by making sure that it has equal access at all levels 
of education. In this regard, governments and institutions are called upon to put in the proper infrastructure and 
professional development for educators to aid them in integrating AI accordingly. Continuous training will 
keep the educators updated on changes in the technology as they implement the AI tools effectively. Finally, 
such spawning will make innovative solutions realize diverse educational needs and foster greater collaboration 
among schools, tech companies, and policymakers. Setting ethical guidelines and strong policies related to data 
protection is important in addressing concerns related to privacy and algorithmic bias. Secondly, building trust 
in these technologies should include students, parents, and educators in a dialogue on using AI in education to 
ensure that these technologies meet all the needs of different users. Finally, increasing research into the long-
term impacts of AI on student outcomes and educational equity will make it possible to know better practices 
and policies, thus paving the way for the sustainable and ethical adoption of AI in education. 
 
Future Research 

Future studies would need to dig into the integration of AI within different cultural and socioeconomic 
contexts to get a sense of its broader impacts on education worldwide. In addition, more longitudinal studies 
are required that focus on the long-term effects associated with AI-driven personalized learning regarding 
student success and career readiness. 
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